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MuHmcTEepCcTBO HAyKH M BbIciero oopasoBanus PO
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VY I1pSHOBCKMI FOCYAaPCTBEHHBIH YHUBEPCUTET

®-Paboyas nporpaMma o TUCHUIIINHE

1. IEJU U 3AJAYN OCBOEHUSA JUCIIUITJIMHBbI
Ieu ocBOeHMS TUCIUIITHHBI:
[enu ocBOeHMSI TUCIUIUIAHBIL:
e mpuoOpeTeHne OOIMUX MPEACTABICHUH O peaTn3allii MEXaHU3MOB 3aIIUTH HH()OPMAITUH
B COBPCMCHHBIX OINCPAllMOHHBIX CUCTCMAX;
¢ 3HAKOMCTBO C OCHOBHBIMH KOHICTINUAMU OpraHHU3aAlN 6C3OHaCHOCTI/I Ha YPOBHC
OTIEPAI[MOHHBIX CUCTEM.
3aga4yu 0CBOEHHS TUCHHUIJIMHBI:
e U3y4YCHHE pa3IMYHBIX TOJXOJIOB peaju3aluu Oe30MacHOCTH Ha YpOBHE (HailIoBBIX
CUCTEM U CUCTEM XPAHEHHUS JaHHBIX;
® J/1aTb OCHOBBI CHCTEMHOIO IMOJXOJa K OpPraHM3allud ayTeHTU(PUKALUU U aBTOPU3ALUU
IMOJIL30BaTEIICH;
® 1aTh OCHOBBI CHCTEMaM IIPOBECHUS ayAUTOB O€30MaCHOCTH ONEPALMOHHBIX CHCTEM.

2. MECTO JUCIUIIJIMHBI B CTPYKTYPE OIIOII BO

Jucuunnmza ««be30ornacHoCTh ONEpalMOHHBIX CUCTEM»» H3Yy4aeTcsi B 7/ CEMECTpe W
OTHOCUTCI K oOs3arensHOM dactu mucnuiuima Onmoxka bB1.0  cmemumansHoctu 10.05.03
"NUHdopmannoHHas 6€30MacCHOCTh aBTOMAaTH3UPOBAaHHBIX CHCTEM .

Kypc y4eOHON MUCHMIUIMHBI TECHO YBSI3aH C JAPYTMMH Y4YEOHBIMU NHUCIMIUIMHAMH, B
nepByro ouepens ¢ kypcamu «MHpopmartukay, «SI3bIKu mporpaMMHupoBaHUs», «OCHOBBI
nHpopManmoHHOM Oe30macHoCcTH» U «BBeneHne B CrienagbHOCTb.

JIist OCBOEHHMSI AMCHMIUIMHBL CTYACHT JIOJKEH MMETh CIIEIYIOLIUE «BXOJHBIC)» 3HAHUA,
YMEHHUSI, HABBIKKM U KOMIIETECHIINU:

3HaHHe O0a30BBIX MOHATHH B 00JMaCTH WH()OPMATHUKH, BBIYUCIUTEIHLHON TEXHHKH,
3JIEKTPOHUKU U CXEMOTEXHHKU;

CIOCOOHOCTH aHATM3UPOBATH MPOOIEMBI U IPOIIECCHI;

OCHOBHBIE MOJIOKEHHS JUCHUILUIMHBI HCTIOJIB3YIOTCS B JAJbHEUIIIEM TTPU M3YUYEHUHU TaKUX
TUCIUIUIMH Kak: «be3zomacHocTh cereit OBMy»; «Pa3paboTka W 3KCIulyatanus 3amlUIIEHHBIX
ABTOMAaTHU3UPOBAHHBIX CHUCTeM»; «be30macHOCTh OTKPBITHIX HWH(OPMAIMOHHBIX CHCTEMY;
«HCTpyMEHTaNbHBIE CPEACTBA KOHTPOJS 3aIIUIICHHOCTH uHMopmanuny»; «CepTudukanus
CPENCTB 3alTUThI HHPOPMAITUW.
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3. IEPEYEHD IIVTAHUPYEMBIX PE3YJIBbTATOB OBYYEHMUSA
IO JMCIMIVIMHE (MOAYJI10), COTHECEHBIX C IINTAHUPYEMbBIMH
PE3YJbTATAMHU OCBOEHHUS OBPA3OBATEJIBHOM ITPOT'PAMMBI

[Iporiecc wm3ydeHUs AUCHUIUIMHBI HAmNpaBieH Ha (OPMHUPOBAHUE  CIEAYIOLINX
KOMIIETECHIINH:
Kon H HauMeHoBaHue | [lepeyenr mnJaHMpyeMbIX Ppe3yJbTATOB OOY4YeHHUSI MO

peaiu3yeMoii KOMIIeTeH UM

AUCHUIIHHE (MOIYJII0), COOTHECEHHBIX ¢ HHINKATOPAMH
JOCTHKEHHsI KOMIeTEeHITHit

OIIK-12 - Cmnocoben npu- | 3HaTh:
MEHSATh 3HaHHUS B OOJACTH | OCHOBHBIE TIPUHITATIBI obecrieyeHus 0€301acHOCTH
0e30MmacHOCTH BBIUKCIIH- | BRIYUCIUTEILHBIX CETEH, ONIEPAIlMOHHBIX CUCTEM U 0a3 JTaHHBIX
TEIbHBIX  CeTel,  omepa- | Mpu pa3pabOTKe aBTOMAaTU3UPOBAHHBIX CUCTEM
IIUOHHBIX CHCTEM U 0a3 | YMeTh:
JaHHBIX TMpU  pa3pabOTKe | MPUMEHATH 3HAHUS B 00J1aCTH 0€30M1aCHOCTH BHIYUCIUTEIIbHBIX
ABTOMATU3HPOBAHHBIX CeTe, ONepalnoOHHBIX CHCTEM U 0a3 JaHHBIX MPU pa3padoTKe
CUCTEM ABTOMATHU3UPOBAHHBIX CHCTEM
Baaners:
HaBbIKAMH TPUMEHEHHS 3HaHUN B 00JacTH 0e30MacHOCTH
BBIUMCIIUTEIBHBIX CETEH, OTIEPAIMOHHBIX CUCTEM H 0a3 JaHHBIX
OIIK-13 - Cmnocoben opra- | 3HaTh:
HU30BBIBATh U MPOBOAWTH | MOPSJOK JAMATHOCTUKH W TECTUPOBAHUS CHUCTEM 3allUThI
IUarHOCTUKY U TeCTH- | UH(QOpMAaIi aBTOMaTU3UPOBAHHBIX CUCTEM
pOBaHUE CHUCTEM 3alIUTHl | YMETh:
nH(pOpMallUd  aBTOMAaTHU3U- | OPraHU30BbIBaTh U NMPOBOJUTH JAUArHOCTUKY M TECTUPOBAHHE
POBaHHBIX CUCTEM, | CUCTEM 3alUThl MHGOPMAIIUU aBTOMATHU3HPOBAHHBIX CHCTEM,
MPOBOANTHh aHAIM3 YA3BHU- | IPOBOJUTH aHAJIU3 YSA3BUMOCTEH CHCTEM 3alUThl MH(OpMAaLIUN
MOCT€  CHCTEM  3alllUThl | aBTOMATU3UPOBAHHBIX CUCTEM
uHpopmanuu  aBTomMartusu- | Biaagers:

POBAaHHBIX CUCTCM

HABBIKAMU OpPraHU3allMd H TIPOBEACHHS] JIHATHOCTUKH U
TECTUPOBAHUS CHCTEM 3allUThl MHPOpPMAIMU aBTOMAaTH3UPO-
BaHHBIX CHCTEM, IPOBEJCHMS aHAIM3a YSA3BUMOCTEH CHUCTEM
3alUThl HHGOPMaIlMU aBTOMATU3HUPOBAHHBIX CHCTEM

OIIK-15 - Cmocoben ocy-
IECTBIISATH aJIMUHUCTPH-
poBaHHe u KOHTPOJTb
(GYHKIIMOHHPOBAHUSI CPENCTB
n CUCTEM 3alllUThI HH-
dhopmaruu aBTOMAaTH-
3UPOBAHHBIX CHUCTCM, HWHC-

TPYMEHTaIbHBIH MOHUTOPHUHT
3aIUIIEHHOCTH aBTOMa-
TU3UPOBAHHBIX CHUCTEM

3HaThb:

MOPSZIOK aIMUHHCTPUPOBAHUS U KOHTPOJIS (PYHKITMOHUPOBA-
HUA Cpe,Z[CTB 1 CUCTEM 3allIUTHI HH(bOpMaHHH ABTOMATU3HU-
POBaHHBIX CHCTEM

YMerh:

OCYIIECTBIISATh aIMUHUCTPUPOBAHUE U KOHTPOJb (YHKIIHO-
HUPOBAHMS CPEJCTB U CHCTEM 3aIUTHl HHPOPMAIIUN aBTO-
MaTHU3UPOBAHHBIX CUCTEM, HHCTPYMEHTAIbHBI MOHUTOPUHT
3allIUIIICHHOCTHU aBTOMaTI/I3I/IpOBaHHBIX CUCTCM

Baanern:

HAaBbIKAMHM  AJAMHUHUCTPUPOBAHUS M  KOHTponsi  (PyHK-
IIMOHUPOBAHUSI CPEACTB W CHCTEM 3aluThl HWHMOpMaIuu
aBTOMaTI/ISI/IpOBaHHBIX CHUCTEM, I/IHCTp}IMeHTaJIBHOFO
MOHUTOPHHTA 3aIIUIIEHHOCTH aBTOMAaTH3UPOBAHHBIX CUCTEM

dopma A
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4. OBIIAA TPYJOEMKOCTDb JUCIIAITJIMHbI

4.1. O0beM IMCHUILUIAHBI B 32a49€THBIX eIUHMIAX (Bcero) 5.
4.2. O0beM TMCHUILUIMHBI 10 BHAaM y4eOHOH padoThl (B yacax):

Bup yuyeoHoi KoanuectBo yacoB (popma oOyuenusi _ ounasn )
padoThI

Bcero no B 1.4. mo cemecrpam
IJIAHY

7 cemecTp

KonTakTHas pabora 90
00yJaromuxcs ¢ 90/90*
npernojiaBaTesaeM

AyauTopHBIE 90 90/90*
3aHATUA:

Jlexmun 36 36/36*

IIpakTrueckue u
CEMHUHAPCKHE 18 18/18*
3aHSTHS

JlaGopaTopHbie
paboThI
(;1aGopaTopHBIA
IPAKTUKYM)

36 36/36*

CamMmocTosTenpHas

54 54
pabora

dopma  TEKYyHIIETO -TectupoBanue Ha
KOHTpOJIA 3HAaHUN U CeMHHapax;

KOHTPOJISI ~ CamoCT- - BONPOCHI TpHU 3aIIUTe
OSITENTLHOU PabOTHI: 1abopaTopHBIX PadoT
TECTUPOBaHUE,
KOHTp. pabora,
KOJUJIOKBUYM,
pedepat u ap. (ue
MeHee 2 BHIOB)

Kypcogas pabora

Buanr
MIPOMEKYTOUHOMN AK3aMEH
aTTecTaluu

(9K3aMeH, 3a4eT)

OK3aMeH
36 gyacoB

Bcero yacoB no
TUCLUAIUINHE:

180 180

* B cmydae HEOOXOAMMOCTH MCIIOJIB30BAHHS B YYEOHOM IMPOIECCE YaCTUYHO/UCKIIIOUUTEITEHO
JOUCTAHIIMOHHBIX O6pa3OBaTeHBHBIX TGXHOJ’IOI‘I/II\/'I B Ta6J'II/II_I€ t-I€p€3 CJICII yK%bIBaGTCH
KonudecTBO YacoB padoTsl [II1C ¢ obyuaromumucs a1 mpoBeeHUS 3aHATHN B JUCTAHIIMOHHOM
dbopMaTe ¢ MPUMEHEHHEM IJIEKTPOHHOTO O0YUICHHUS.
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4.3. Conepkanne TUCHHUILINHBI (MoayJif.) Pacnpenenenne 4acoB mo reMamM M BUIaM
yueOHo# padoThI:

dopma o0yueHHs OuHas
Bcero Bujpl yaeOHBIX 3aHATHIA
HasBanue pasznenoB u TeMm Ca-
AynuTOpHBIE 3aHATHS Moc-
3aHaTHs B Tos dopma
WHTEpAK- | | TEKyIIero
i Hpakr. |JIabopa-| ryguoii KOHTPOJIA
3aHATHSA, | TOPHBIE | hopme | o erarE
I cemunap| pa6 pabo-
p| paboThI
Ta
1 2 3 4 5 6 7 8
Pa3znen 1. 3ammrTa uadopManum B COBpeMEHHBIX HH(POPMAIIMOHHBIX CHCTEMAX
1. OcHOBHBIC MOHATHSI WU 4 2 2 Tecter T1,
MOJOKEHUS ~ 3al0UThl  WH-
dbopmaru B
WH(GOPMAIIMOHHBIX CHCTEMAX
2. ¥Yrpo3el 06e3omacHOCTH 8 2 2 4 Tects T2,
uHpopmarun B
WH(GOPMAIIMOHHBIX CHCTEMAX
3.  IIporpamMmHO-TEXHUYEC- 8 2 2 4 Tectsr T3,

KAH ypOBEHb OOecHeueHHs
uH(popManoHHo  Oe3oma-
CHOCTH U €Tr0 OpraHu3anus

Pazgen 2. HHoncucrema oesonacaoctu B OC cemeiictBa Windows

4, Anamu3  TOACHUCTEMEI 12 4 4 4 Tectel T4,
0e30MmacHOCTH B oC JIab. pab 1
cemeiictBa Windows

5. Wnentudwukamnus, ayTeH- 16 2 2 4 8 Tecrter T5,
TU(QUKALUS U aBTOPU3ALUS B JIab. pab 2
OC cemeiictBa Windows

6. Aymur B OC cemeiicTBa 16 4 4 4 4 Tector T6,
Windows J1a6. pab 3
7. Bo3moxkHoctu mugppoBa- 12 4 4 4 Tectsr T7,
Hus daitoB B OC cemericTBa JIa6. pab 5
Windows

8. Ilpoume BO3MOXKHOCTH 4 2 2 Tectsr T8

IIOJCUCTEMBI 0€30IIaCHOCTH
B OC cemetictBa Windows

9. VcwumiaeHue IOICUCTEMEI 14 4 2 4 2 4 Tecter T9,

0e30MmacHOCTH B ocC JTa6. pad.

cemeiictBa Windows 4,6
Pa3nen 3. Iloacucrema 6e3onacnoctu B OC cemeiicrea UNIX

10. AHamu3 HOOJICHUCTEMEI 18 4 2 6 6 6 Tecter T10,

0e30MmacHOCTH B ocC J1a6. pab.

cemeiictea UNIX 7

11. Vnentudukanus, ayTeH- 16 4 2 4 4 6 | Tectm Tl11,
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TU(UKAIMS ¥ aBTOpU3AIMS B JIa6. pad.
OC cemeticta UNIX 8
12. Aymur B OC cemeiicTBa 16 2 2 6 6 6 | Tector T12,
UNIX JIa6. pad.
9,10
Nroro: 144 36 18 36 18 54

5. COIEPKAHME JUCIHUATIIAHBI (MOIYJIST)

Paznean 1. 3amura undgopmManum B COBpeMeHHbIX HHPOPMALMOHHBIX CHCTEMAX

Tema 1. OcHOBHBIE TOHATHSI ¥ MOJOKEHHSl 3alUTBI HHpoOpManmum B
HH(OPMAIMOHHO BHIYUCIUTEIBHBIX CHCTEMax

[Tpenmer 3amutsl nHGOop™Maruu. IlousaTus nHGOpMaLUU U UHOOPMAITMOHHBIX PECYPCOB.
JlocTOBEpHOCTH, LIGHHOCTh M CBOEBPEMEHHOCTh MH(popManuu. [Ipenqmer 3ammTsl HHPOPMAIIH.
O6wext 3ammrel  uHGOpmanuu. Ilonstus  uHopmamumonHoi  cuctembl.  [loHsTHE
nHpopmanmonHoit 6e3omacHocTu. [loHATHE TONMUTHUKA WHQPOPMAIMOHHON OE30MaCHOCTH.
[lonarue cucrembl 3amuThl  UHPOpManuu. OCHOBHBIE TOJOXEHHUA  OE30MACHOCTH
nH(pOpMaAIMOHHBIX cUCTeM. TpexdTamHas pa3paboTka Mep 1Mo oOecreueHHuto 0e30MacHOCTH
uHpopMannoHHbIX cucTteM. Ctamust BbIpaOOTKU TpeboBanuii. CTaaus onpenesneHus: crocoOoB
3anuThl. Ctagus onpeaeneHus GYHKIMM, MpoLeayp U CpeACcTB 0€30MacCHOCTH, Peau3yeMbIX B
BUJIC HEKOTOPHIX MEXaHU3MOB 3aIIuThl. OCHOBHbBIE MPUHLUIBI 0OecTiedeHns HH(POPMAITMOHHON
6e3onmacHocTy B apTomatu3upoBanHou cucteme (AC). Ilomoxxenust no 3amure AC. [TpuHIumsl,
NO3BOJIAIOIIME peann3oBaTh nojoxeHus no 3ammre AC. [lpunnun cucremuoctu. IlpuHnumn
KOMIUIEKCHOCTH. [IpuHIMM HenpepblBHOM 3amuThl. Pa3ymHas goctarodHocTh. [ 'HMOKOCTH
CUCTEMBI 3amUThl. OTKPBITOCTh AJrOPUTMOB M MEXAHU3MOB 3alUTHl. [IpMHIMI NPOCTOTHI
IPUMEHEHHUS CPEJICTB 3aIIUTHI.

Tema 2. Yrpo3sl 0e3onacHocTH HH(pOPMaNH B HHPOPMALMOHHO-BBIYHCINTEIbHbBIX
cucTremMax

ITonstue yrpo3sl. [lonstue araku. [lonstue 3noymsinuieHHuKa. Mctounuku yrpo3. OkHO
onacHoctH. Kputepun knaccudpuranuu yrpo3. bazoBeie mpusHakud yrpo3 WHGOPMAIMOHHON
6e3onacHoctr. Knaccugukarus yrpo3 no npupojae Bo3HHUKHOBeHUs. Kinaccudukanus yrpos mo
CTeMEeHH MpeIHaMEpPEeHHOCTH mposBieHus. Kiaccudukanus yrpo3 1o HENOCpenCTBEHHOMY
UCTOYHUKY yrpo3. Kmaccudukamus yrpo3 mo moyiokeHHI0 UCTOYHHMKa yrpos. Kmaccuduxarms
yIpo3 MO CTeneHu 3aBUCUMOCTH OoT akTuBHOCTH AC. Knaccudukamus yrpo3 mo CTEeHH
Bo3zaericTBus Ha AC. Knaccugukanus yrpos mo stamnam JOCTyIa MOJIb30BaTesei WM IporpaMm
Kk pecypcam AC. Knaccudukanus yrpo3 no crnoco0y gocrymna k pecypcam AC. Knaccudukanus
yIpo3 MO TEKYIEMy MECTY PaclojioKeHHsI WHPOpMaLnuu, XpaHUMoi 1 oOpabaTsiBaemoit B AC.
HoctynHocts uH(pOpMmarnuu. ¥Yrposza noctymHocTd. LlenoctHocts uHOpMmanuu. Yrposa
HapymeHust 1enoctHoctd.  KoHduneHnmanbHOCTh uHGOpManuu. YTpo3a  HapyLICHHS
KOH(PHUICHIMAIIBHOCTA.  YTpo3a packpeiTusi mapametrpoB AC. Metoasl  obecniedeHus
uHpopMaMoHHON Oe3zomacHocTu. CTPyKTypH3alMs METOI0B obecredyeHus: MHPOPMALUOHHOM
0e30macHOCTH. YPOBHHM J0CTyla K 3amuiaemMoi mHpopmaimu. OCHOBHBIC HANpPAaBICHHUS W
METOJBI ~ peanu3anuu  yrpo3  uHPOpManMoHHON  Oe3omacHoctu.  Knaccudukarus
37I0YMBIIIJICHHUKOB.

Tema 3. IIporpaMMHO-TeXHMYeCKHil YpPOBeHb oOecmedyeHHs] HWHEPOPMALMOHHOM
0e30MaCHOCTH U ero OpraHu3anus

[Monxomel k oOecreYeHUI0 KOMIBIOTEpHOH Oe3omacHocTu. CepBHC 0OE30MACHOCTH.
OcCHOBHBIE M BCIIOMOTATENIbHBIE CEPBUCH Oe3omacHocTU. [loHsTHE mMOMHOrOo Habopa. Bumsr
cepBucoB OezonmacHoctu. [loHsTns wuaeHTH(UKALWK, ayTeHTHU()UKAUUU W aBTOPHU3AIUH
noib3oBareneid. Bunel ayrentudukanuu. Ilpobrema Hane)xHOW ayTeHTHU(UKALUU U MYyTH €e
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pemienus. CpenctBa W METOAbI  XPAaHEHHWS JTAJIOHHBIX KOMUU  ayTeHTH()HUKAITMOHHOMN
nndopmarnuu. IlpoTokonbl mepenayn ayTeHTH(DHUKAIMOHHOW WH(OpMANMM 1O KaHaJlaM
BBIUUCIUTENbHOU ceTu. Kpunrorpaduueckoe obecrieueHue ayTeHTH(PHKALNUU T0JIb30BaTENCH.
[TaponbHast ayTteHTu(UKanusa. Buasl mnaponbHoOi ayTteHTudukanuu. I[IpemmymectBa u
HEIOCTaTKW  mapoibHOW  ayreHTH(ukauuu.  [loBblleHHEe  HAJEKHOCTH  MAPOJILHOM
ayreHTu(ukanuu. CpeacTBa M METOAbI 3alIMTHl OT KOMIIPOMETAalUMU M MoAdopa mapoliel.
Bbuomerpuueckas ayreHTHdukanusa. OOmas cxema OHMOMETPHUECKOM ayTeHTHU(UKAIIUH.
[TpeumyriecTBa U HETOCTAaTKU OMOMETPUYECKON ayTeHTU(UKaUU. JJOCTOMHCTBA U HEAOCTAaTKU
pa3IMyHBIX cxeM OumomMeTpuyeckod ayreHTH(ukanuu. TpeOoBaHHMS K 3alIUTE KOMIIBIOTEPHOM
nHpopmarnuu. OOmue MOJOKEHHUS. XapaKTEPUCTUKHU IMOJXOJ0B K 3allUTe KOMITBIOTEPHOM
uHpopmanuu. Kraccudukauus TtpeboBaHmii K cucremMaMm 3amuThl. DOpMaIM30BaHHBIC
TpeOoBaHUsI K HabOpy H MapaMeTrpaM MeXaHWU3MOB 3ammuThl. HeoOxommmbie TpeOoBaHMS.
JononuutenbHble TpeboBaHus. dopMann3oBaHHbIE TpPeOOBaHUS K 3aIIUTe HUHPOPMALUU OT
HECaHKIMOHUPOBaHHOTO Joctyna. OOmme MnoAaXoAbl K MOCTPOCHHIO CHCTEM  3allUThl
KOMIbIOTepHOH  uHpopmanuu.  HopmatuBHble  mokymeHTsl  ['octexxkommccunm PO,
pernamMeHTHpylone  3amury — MHGOpManuu  OT  HECAHKIHMOHUPOBAHHOTO  JIOCTYIIA.
dopmann3oBaHHbIe TpeOOBaHUS K 3amure KommbloTepHoil wuHpopMmanuu AC. OCHOBHBIE
MOJCUCTEMBI M TPyMIibl MexaHu3MoB 3amuThl AC. TpeOoBanus K 3anurte KOHPUACHITHATHHON
uHpopmanuu. TpeOoBaHUS K 3amMTe CEKpeTHOM uHpopmauuu. Pazmuuus TpeGoBaHuil u
OCHOBOTOJIATal0IINX MEXaHU3MOB 3alIUThl OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

Pasnea 2. [Toncucrema 6esonacHoctu B OC cemeiicrBa Windows

Tema 4. Anaaun3 noacucreMsl 0e3zonacHoct B OC cemeiictBa Windows

OcHoBuble MexaHu3Mbl 3amuTel B OC cemeiictBa Windows. [lpuHNunmansHbie
HeIoCcTaTKy 3aimuTHEIX Mexaun3MoB OC cemeiictBa Windows.

Tema 5. Unentudgukanusi, ayrenHtupukanuss u apropusanus B OC cemeiicTBa
Windows

Bo3moxknoctu moacucremsl  6e3omacHoct B OC  cemelictBa Windows. Mogenb
Oe3zomacHocTH It moxcucrembl Oe3omacHoctd B OC cemerictBa Windows. Mexanusm
uAeHTUGUKAIMKU ~ mosb3oBaTeneil.  Mnentudukarop  3ammrel  SID  monb3oBaTeneid.
Nnentudukaropsl momHoMounid. Bo3MOXHBIE 3HAYCHHs WISHTU(HUKATOpAa TTOJHOMOYHM.
OtHocutenpHBIH UAcHTHGHKATOP. Mapkep AOCTyNa W MPUBWIETUU Toib3oBaTens. [IpocMoTp
npuBUJIeruil moJsib3oBatensa. Komanga whoami u ee mapamerpsl. OrpaHUYUBAIONINE MapKePh
noctyna. Komanna runas u ee mapameTrpbl. APl QyHkumm 11s co3maHusi MapKepoB JOCTyTIA.
3ammra 00BEKTOB cucTeMbl. Jleckpuntop Oe3zomacHoctd SD. ATpuOyThl JeCKpUIITOpA
o0e3omacHoctu. [laponpHas ayrentudukanus B OC cemeiictBa Windows. Mexanusm
ayreHTudukanuu. CpeacTBa ympaBieHHs NapaMeTpaMH ayTeHTH(UKALWU. YYEeTHbIE 3alucu
nosb3oBareneil. JlokalbHble y4YeTHbIE 3amucud mojb3oBarenieid. baza nmannbix  SAM.
Bo3smoxnoctu  mosyyenuss gocrynma Kk SAM. Opranmzanust  3ammTtel SAM  oT
HECaHKIMOHUpPOBaHHOTO noctyna. Apropm3amus B OC cemeiictBa Windows. HegocraTku B
opraHu3aiu pasrpaHudeHust aoctyna k ¢aimam B OC cemeiictea Windows. Mexanusm
aropuszammu B OC cemeiictea Windows. Mapkepsl goctyna. Jleckpuntop O€30MaCHOCTH.
®dopmar neckpunTopoB 6e3omacHocTH. Criricok kKoHTpodist noctyna ACL. Cuctemusiii (SACL) u
nosb3oBarenbckuil (DACL) cnmcku ynpasieHus aoctynoM. CTpyKTypa CIMCKOB YIPaBJIECHUS
noctynoM. Bo3MokHOCTh ympaBieHus mpaBamu joctyna ¢ nomoinisio APL. Ilpumep nposepku
npaB JOCTyna IOJIb30BaTeNss K oObekTy. M3MeHenue mnpaB poctynma K oOBbekTy. CmeHa
Biajenbia o0bekTa. Komanna cacls u ee mapameTpsl.

Tema 6. Aynut B OC cemeiictBa Windows

[Togcucrema ayauta B OC cemeiictBa Windows. Kareropum aynura. OcHacTka
gpedit.msc. Hactpoiika crnucka SACL. API ¢yskumm ms paGorer ¢ SACL. Ilpocmotp
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cobbiTuil ayaura. Yrunura Event Viewer. Ocnactka eventvwr.msc. JXXypHansl aynuta. Tunst
pPEruCTpUPYEMBIX COOBITHI B XKypHajax ayauta. HacTpolika KypHalloB ayauTa. THIbl 3amucei
B )KypHaiax coObiTuid. Onpenenenue Habopa MmoAIeKaIuX ayIuTy COOBITHI.

Tema 7. Bo3moxnoctu mmdpoBanusa d¢aiiob B OC cemeiictBa Windows
HIudpyromas ¢aitnosas cucrema EFS. Bo3moxnoctu mmdpytomieit ¢aitnosoit cucremsr EFS.
[Tpuntumner padoter EFS. Mcnons3yemsie B EFS anropurmser mmdpoBanus. CirydailHbIA KITFOY
i mdposanus daiina FEK. Illudposanne xkmoua FEK. Komanna cipher u ee mapamerpsi.
[Tonsitue arentra BoccTaHoBieHHs. J[loOaBieHue areHToB BoccTaHoBieHHs. CepTuukatbl
areHToB BoccTaHoBieHUs. [lone BoccranoBnenust nanHbix DRF. API dyHkiuu mis paGoTsl ¢
EFS. Cucrema umdpoBanuss auckoB BitLocker. OcHoBubie BO3MoOkHOCTH BitLocker.
[onnepxxuBaemble anroputmbl mu@poBanud. IlpuHuun pabGoTel. MexaHU3MBl MPOBEPKU
noNIMHHOCTU U pactmdpoBku. Ys3eumoctu BitLocker. Hacrpoiika BitLocker. [ludpoanue
u nemudpoBanue TuckoB mpu nomoinu BitLocker.

Tema 8. Ilpoume Bo3MO:KkHOCTH moAcHcTeMbl Oe3omacHocT B OC cemeiicTBa
Windows

Nutepdeiic CryptoAPI. Bosmoxuoctn CryptoAPI. Pabora ¢ mocraBmmkamMu City»KObI
mmpposanuss CSP. Tunmer CSP B OC cemeiictBa Windows. KoHTposis ydeTHBIX 3amuceit
nosb3oBareneit UAC. Tpennoceuiku k nosieiaeHuto UAC. [Ipunnun padotst UAC. CoObiTHs,
npuBosmme K cpabareiBanuio UAC. Hactpoiika UAC. Hemocratrku UAC. Illabnonbr
o6esomacHoctt B OC cemelictBa Windows. Bo3moxxHocTH 111a070HOB 0€30MaCHOCTH.
Hactpoiiku 11a610H0B 6€30MaCHOCTH.

Tema 9. Ycuienue noacucreMnl 0ezonacHoctu B OC cemeiictBa Windows

Hcnonb3oBaHue cucteM Kpunrorpaduyeckoi 3ammrtbl uHpopmanuu. Haumbonee
W3BECTHBIC CHCTEMBbI KpUNTOTrpaduyecKor 3anuThl HHPOpMAIUU U OCOOCHHOCTH WX PaOOTHI.
[IpoTuBOaeiicTBUE BUPYCHBIM arakam B cucTeMe. Bpibop anTuBupyca. Opranuzanus
AHTHUBUPYCHOM 3aIlUTHI.

Pasnea 3. [Toncucrema 6esonacHoctu B OC cemeiicrea UNIX

Tema 10. Anaau3 noacucreMsl 6e3onacHocta B OC cemeiictBa UNIX

OcHoBable Mexanm3Mmbl 3amuThl B OC cemeiictBa UNIX. OcoOeHHOCTH OpraHu3aiuu
daiinoBoit cuctembl B UNIX. [IpuHUMnuanbHble HEAOCTATKU 3aIUTHBIX MexaHu3MoB OC
cemerictea UNIX.

Tema 11. Unentuduxanus, ayrenrupuxkanus u apropuzanusa B OC cemeiicTBa
UNIX

Ocobennoctu monacucreMsl OeszomacHoct B OC cemericta UNIX. Exgmras monens
6esomacioctn s OC  cemeiictea UNIX. [Ilaponpnas ayrentudukamus B UNIX.
3aperucTpUpOBaHHBIC  IMOJH30BATENM CHUCTEMBl. YYETHBIM (aiia  3aperucTpUpOBAHHBIX
nonb3oBareneit /etc/passwd. Cogmepxkumoe aiina /etc/passwd. ITlomkmrouaembie MOIyTH
ayreHTudukaruu PAM. OcnoBei PAM. Hactpoiika PAM. Mexanu3sMm wuaeHTUPUKAINNA
nonb3oBareneid. Wnentuduxaropsr mnonpzoBateneit UID, RUID, EUID. VYuernwii ¢aiin
3aperuCTPUPOBAHHBIX Tpyni /etc/group. MUnentudukaropsr rpynn nonb3oBatenein GID, RGID,
EGID. Cynepnonb3oBaTenu u [IPUBWIETUPOBAHHBIE TPYIIIBL. Bo3smoxuocTu
CyTEpIIOIb30BaTeNiel U MPUBUIIETUPOBAHHBIX TPYMI. XpaHeHHE maposien B npyrux ¢ainax B OC
cemeiictBa UNIX. Komannnsie unrepnperaropsl B OC cemeiictBa UNIX. Astopuzanus B OC
cemerictBa UNIX. Ocobennoctu nocryna k ¢aiiaam B OC cemeiictBa UNIX. Knaccsl moctyna
¢aitny. Crnucok mpaB goctyna kK Qaiimy. Pasznnune BO3MOXHBIX 3HAYEHUH MpaB JOCTyma s
pa3HbIX THUNOB (aiiinoB. M3menenue nmpaB gocryna K ¢anny yruauton chmod. ®opmaTt komang
s yrunutel chmod. IlpoBepka mpaB goctyna mpu obOpamenun k daimam B OC UNIX.
Homomuurensubie mpaBa SUID, SGID, Sticky-6ut. IlpumeHeHne AOMOTHUTENBHBIX IIPAB.
Pabora u3-nox root. OcoGeHHOCTH paboOTHI U3-T0 root. BrIoaHeHne onepauuit OT KIMEHH 100t.
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Komanga su u yrunura sudo. ®aiin sudoers. PemaktupoBanue daitna sudoers ¢ MmoMomso
yTUIATHI Visudo.

Tema 12. Aynut B OC cemeiictBa UNIX

[Toncucrema ayauta B UNIX. [lenTpann3oBaHHasi cUCTeMa PETHCTPAllMd CHCTEMHBIX
coobmienuii Syslog. Bozmoxxnoctu cucremsr Syslog. Kommonentst Syslog. Paborta cucremsl
Syslog. ®aiin kondurypamuu Syslog syslog.conf. Cenekropsl Syslog. CpeactBa u ypoBHH
Syslog. [eiictBus ¢ coobmenusmu Syslog. YTunmura newsyslog. Pabora yrunutel newsyslog.
®aiin koHpuUrypanuu newsyslog.conf.

6. TEMBI IPAKTUUYECKWX U CEMUHAPCKHWX 3AHATHIA

6.1 IlpakTuyeckue 3aHATUS HE IPEAYCMOTPEHBI yIeOHBIM TUTAHOM JUCIUTLIHHBL.

6.2 TeMbl ceMUHAPCKUX 3aAHATHI:

Pasnea 1. 3ammrTa nHgopManuu B COBpeMeHHBIX HHPOPMALMOHHBIX CHCTEMAX

Tema 2. Yrpo3ssl 6e3onacHoCTH HHGOPMAIHKY B HTHGOPMAIIMOHHBIX CHCTeMaX (CEMUHAp).

1. [ToHsATHS YTPO3BI, aTAKU, 3TOYMBIIUICHHUKA. VICTOUHUKH yTPO3.

2. Knaccudmuxkanus yrpos.

3. Meroasl oOecrnieueHuss HHMOPMALUMOHHOW O€30MacHOCTH. YPOBHM JOCTyHa K
3amuIaeMon nHdopmaIum.

4. OcCHOBHBIE HaIlPaBJICHHUS ¥ METOJbl peanu3aluud yrpo3 HH(POPMAIHOHHOM
0€30MacHOCTH.

Tema 3. IlporpaMMHO-TEXHHYECKHH YpOBEHb oOOecredeHuss HHPOPMALUOHHOM
0€30MacHOCTH M €T0 OpraHu3aIus (CeMHHap).

1. TMomxoasl kK 0OecriedeHII0 KOMIBIOTEpPHOU Oe3omacHocTH. CepBUC 0€30IMacHOCTH.

2. Tlonarus uaeHTHPUKANK, ayTeHTH(UKAIIMN W aBTOPU3AIMK TI0JIb30Bareneid. Bumbl
ayTeHTH(UKALINY.

3. TpebGoBaHuUs K 3aIIUTE KOMITBIOTEPHOU MH(POPMAIIUH.

4. OOure moaXoAbl K MOCTPOCHUIO CHCTEM 3aIllUThl KOMITBIOTEPHOI HH(OpMAIIHH.

5. Pasnmuuus TpeOOBaHWMK W OCHOBOIOJATAIONIMX MEXaHU3MOB  3alllUTHl  OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

Pazgen 2. HHoncucrema oesonacuoctu B OC cemeiictBa Windows

Tema 5. Unentudukanus, ayrentuduxanys u apropuzanus B OC cemeiictea Windows
(cemuHap).

1. Mogens 6e3onacHoctu s noacuctemsl 0ezonacuoctu B OC cemeiictBa Windows.

2. Mexanu3sm wuaeHTudUKanuu  monb3oBareneil. Maentudukarop 3amutel  SID
MOJIb30BaTENEN.

3. Ilapombnas ayrentudukamuss B OC  cemeiictBa  Windows. Mexanusm
ayTeHTH(UKaLNK.

4. CTpyKTypa CIHCKOB YIIPaBJI€HHUS AOCTYNOM. BO3MOXKHOCTH yIpaBJICHUS IpaBaMH
noctyna ¢ nomoibio AP

Tema 6. Ayaut B OC cemerictBa Windows (cemuHap).

1. IMoncucrema ayauta B OC cemeiicta Windows. Kareropuu ayaura.

2. IlpocMoTp coObITHif ayauTa. YTrumta Event Viewer.

3. XKypnans! ayaura. Tumsl perucTpupyeMbIx cOObITHH B KypHanax ayauTta. Hactpoiika
JKYpHAJIOB ay/IuTa.

4. Ompenenenue Habopa MOAJTESKAIIUX Ay IUTY COOBITHIA.

Tema 9. Ycunenue noncucremsl 6e3onacHoctr B OC cemetictBa Windows (cemuHap).

1. Hcnonp3oBaHUE CUCTEM KPUIITOTpaPUIECKON 3alTUThHl HHPOPMAIUH.

2. TlpotuBopeiicTBHME BUPYCHBIM aTakaM B cucTeMe. BeiOop aHTHBHpYyCa.

3. Opranu3zanus aHTUBUPYCHOM 3alLIUTHI.
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Pasnea 3. Iloncucrema 6esonacHoctu B OC cemeiictea UNIX

Tema 10. Ananmu3 noacuctemsl 6e3onacHocTd B OC cemeiictBa UNIX (cemunap).

1. OcnoBnbie Mexanu3Mbl 3amuThl B OC cemeiictBa UNIX.

2. OcobenHoctu opranuzanuu ¢ainoBoi cucrembl B UNIX.

3. IlpuHnunuanabHble HEIOCTATKH 3aIUTHBIX MexaHu3MoB OC cemerictBa UNIX.

4. CpaBHutenbHbIi aHanmmu3 Mexann3MoB 3amuTsel OC cemeiictBa UNIX u Windows.

Tema 11. Unentudukanus, ayrentuduxanus u asropuzauus B OC cemeiictBa UNIX
(cemuHap).

1. Ocobennoctu moxacuctembl 6e3omacHocTr B OC cemeiictBa UNIX. Enunas mozens
oe3omacHoct it OC cemeiictea UNIX.

2. IMaponwsHas aytentudukaus B UNIX. 3apeructpupoBaHHbIE MTOJIb30BaTEIH CUCTEMBI.

3. YuerHblii (aiim 3aperucTPUPOBAHHBIX TOJIb30BaTenei /etc/passwd. Comepxumoe
daiina /etc/passwd.

4. Tlonkmroyaembie Moayiu ayteHTHGUKauu PAM. OcnoBel PAM. Hactpoiika PAM.

5. Mexanu3m uaeHTudukanuu nonb3oBateneil. Unenrtupukarops nons3osareneit UID,
RUID, EUID.

6. Cymepmons3oBaTenu u MPUBWICTHPOBAHHBIC TPYIIIBL BosmoxHocTr
CYTNepIoJb30BaTeNNel U NPUBUIECTUPOBAHHBIX TPYIII.

7. HomnomuurensHble npaBa SUID, SGID, Sticky-Out. [IpumeHeHHE AOMOIHUTEIBHBIX
pasB.

Tema 12. Aynut B OC cemeiicta UNIX (cemunap).

1. Tloncuctema ayaurta B UNIX.

2. llenTpanu3oBaHHasi CHUCTEMa PETUCTPAIlMM CHUCTEMHBIX coobOmeHuir  Syslog.
Bosmosxxknoctu cucremsl Syslog. Kommonentsr Syslog.

3. Cpencrta u ypoBHU Syslog. JleficTBus ¢ coobuienusmu Syslog.

4. Yriumra newsyslog. PabGora yrumuter  newsyslog.  ®@aitn  koHuUTypanuu
newsyslog.conf.

7. JABOPATOPHBIE PABOTHI (JABOPATOPHBIN TPAKTUKYM)

L]enwv. JIabopaTopHBIi MPAKTUKYM IO AUCIUIIIMHE HAMPaBICH HA U3YUCHHUE CTYACHTAMU
BCEX COBPEMEHHBIX IOAXOJOB I  oOecredeHuss HWH(POpPMAMOHHON  0€30macHOCTH
COBPEMEHHBIX OMEPAIMOHHBIX crucTeM. OXBAaTHIBACT KIMEHTCKHE OINEpallMOHHBIC CHUCTEME (Ha
6a3e Microsoft Windows 10 u Alt Linux), a Takxe cepBepHbIE ONIEPAIIMOHHOE CUCTEMBI (Ha Oa3e
Microsoft Server 2026R2 u Alt Linux Server). B cooTBeTCTBUYU ¢ PYKOBOISIIUMHU TOKyMEHTaMU
00y4YeHHEe TPOUCXOTUT Ha CePTU(DUIIMPOBAHHBIE BEPCHSIX OMEPAITMOHHBIX CHCTEM.
Memodonoeuss OCHOBBIBA€TCS HAa CaMOCTOSTEILHOM OOYYCHHH CTYISHTOB  PELICHUIO
CTaHJAPTHBIX 3a/1a4 Ha OCHOBE TEXHHYECKOW JOKYMEHTAIMH, TEOPETUIECKOro Marepuaina. Bee
paboTer 06mamaT auddepeHINPOBAHHON JTHHEHHO PACTYIIEH CIOKHOCTHIO BBITIONHEHUIO U
CO3/IaHBl HA OCHOBE CTaHAAPTHBIX MPAKTHUYECKHX 3aJad COBPEMEHHOTO mpeanpustus. [louck
TEXHUYECKOH HWHPOpPMALMK, a TaKXke M0oA0Op HEOOXOIMMOro peIIeHUs] MPOU3BOIUTHCS
CaMOCTOSITENIbHO ~ CTYJICHTAMH B OTKPHITBIX HMCTOYHHUKAaX W KOHTPOJIUPYETCS B X0
71ab0paTOPHBIX 3aHITHIA U TPOIECCE TEMOHCTPAIINH ITOJYYCHHOTO PEIICHUS.
Pesynomam. TlomydeHHBIE pEHICHUS JAEMOHCTPHPYIOTCS CTYICHTOM Ui KaXJIOTO W3 THIIA
OTIepaAIIMOHHBIX cucTeM. [Ipr HEOOXOAMMOCTH IEMOHCTPUPYETCS XO/I BBITIOTHEHUS paOOTHI.
Tpebosanuss k¥ obopyoosanuto. Jjisi BBIIOTHEHHUS PabOT CTYACHTHI HCIOJIB3YIOT HECKOJIBKO
BUPTYaJbHBIX MAIIMH C PAa3JIMYHBIMH BEPCUSMU ONEPALMOHHBIX CHCTEM. BO0O3MOXHO
CaMOCTOSITEJIbHOE BBITIOJIHEHHE JIA0OPATOPHBIX paboT BHE JabopaTopun. KoMmbioTep ¢ )KECTKUM
muckom — 100 Gb, O3Y: 8 Gb, Windows 10 Pro, BaseAlt (AnbT Pabouas cranius, AibT
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cepBep), Kali Linux, Oracle Virtual Box, Putty, PGP, Apache, nginx, Statistica, Origin. Ilo
JKEJIAHUIO CTYJICHTa BCE BHUPTyaJbHBIC MAIIMHBI MOTYT OBITH Pa3BEPHYTHI Ha BBIICICHHOM
cepBepe BUPTYAIbHBIX MAITNH B TA0OPATOPHH.

Pa3znea 2. IloacucreMma 0esonacuocta B OC cemeiictBa Windows.
Tema 4. Anaan3 noacucreMsl 0e3zonacHoct B OC cemeiictBa Windows

JlaboparopHas pa6ora Ne 1 (4 yaca). [losib30BaTesiu ¥ rpynmnsbi.

Llenv. VI3ydyeHuwe cUCTEMBbl aJMHUHUCTPUPOBAHUS TMOJb30BATENEd MW Tpymn B
OTIEPAIIMOHHBIX cucTeMax. M3ydueHnue cuctemsl 3ammThl nHGopMaruu ¢annoBeix cucteM NTFS
(MS Windows) u ext4fs (BaseAlt (AnpT Pabouas cranmms, AnsT cepBep)). Peanmsarus
CHUCTEMBbl pa3rpaHUYCHHE TpaB JOCTynma K Karajoram ¢angoBol cucteMbl U  (aitmam.
Pasrpannuenue npas nocryna K (ailioBoi cucTeMe 1Mo CeTH.
3aoaua. Bee 3amaun Heobxoaumo BemoaHUTE HA OC MS Windows 10 u BaseAlt (AnsT Pabouas
CTaHIMs, AJIBT CEPBED).

e PazpaboTaTh NOJUTUKY UMEHOBAHUS COTPYAHUKOB OpPraHU3aLINH.
e HeoOxomumo co3mate momabs3oBateniei B OC B COOTBETCTBMHM C pa3paboTaHHOMN

MOJINTUKOM:

= Kopeiiko Anekcanap VBanoBuu
* banaranos Illypa
» Mr. Panikovskii Mikhail Samuelivich
* QOcran bennep
e HeoOxomumo cosmate Tpynmnsl mnonb3oBareneii B OC: PykoBoxactBo, Ilmanoso-
¢dbuHaHCOBBIN oTaEN, JlenapTaMeHT WHKCHEPHBIX PEIICHHH.
e BKI0OYNTh KaXXJ0T0 MOJIb30BaTEN B CBOIO rpyniy: benaep -> PykoBoacTtBo, banaranos

-> JlemapTaMeHT WH)XCHEPHBIX perieHui, Panikovskii -> [1nanoBo-puHaHCOBBIN OTIEN.

e Cozgate karagmor OOO Pora u Kombita, B Hem katamoru OOIIMe JTOKYMEHTHI,
®duHaHCcOBBIe 0TYETHI, [locTaBIIUKH.
Ha3znaunth npaBa ajisi JaHHBIX KaTaJIOrOB B COOTBETCTBUM C MATPULIEH JOCTYna

PykoBoacTBo [ImanoBo- JenapramMeHT Kopeiiko

(buHaHCOBBIN WMHKEHEPHBIX
OTAEII pelieHuin

Oo0miue 4,3 4,3 4,3 -

JOKYMEHTBI

duHaHCOBEIE q 4,3 - -

OTYETHI

IlocraBmuku q - 4,3 -

e B xaranore «IloctaBmmku» co3nate daitn Ocoboil BaXXKHOCTH.tXt MPEJOCTABUTH JAOCTYIT
TOJBKO K 3TOMY (aiimy ayst uyreHus wieHaMm «llmaHoBo-¢puHAHCOBOTO OTAET»

e IlIpenocraBuTh 00mMil 1ocTym K nanke OOIIKe JOKyMEHTHI Yepe3 CETh.

e IlIpenocraBuTh noctyn K nanke OOmme 10KyMeHTsl 11 Kopeiiko, TOIbKO 11 4TeHUs.

e 3anpetuth mnoib3oBarensaM [lmaHoBo-(MHAHCOBOrO oOTAeNna XpaHUTh Oosbmie 1MO
uHpopmanuu B nanke OO1e JOKYMEHTHI.
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Tema 5. UnenTupuxanus, ayreaTupukanus u asropuszanus B OC cemeiicTBa
Windows

JlabopatopHasi paGora Ne 2 (4 yaca). MaccoBasi perucTpanus mojib30Bareei

Ilens. W3ydyeHHe CHUCTEMBI aIMUHUCTPUPOBAHMS IOJIb30BATENEH TMPU  MMOMOIIU
crannaptHoro API onepauronHoil cuctembl. M3yyeHne MeTO0B Ha3HAUYEHUs MpaB JOCTyMa K
00beKTaM (hailIoBOW CHCTEMBI U3 CKPHUIITOBBIX SI3BIKOB.
3aoaua. Bee 3amaun Heobxoaumo BeimoaHUTE HA OC MS Windows 10 u BaseAlt (AnsT PabGouas
CTaHIMs, AJIBT CEPBED).

B ¢aiine B dpopmare csv cozman crucok Oosee 100 monb3oBateneit, copepxkanmuiit GHO
COTPYIHUKOB, KOTOPBIM HEOOXOIUMO MPEIOCTABUTH IOCTYI K KOMIIBIOTEPY:

Bacucyanuii Jloxankus, v.lohankin@roga-kopita.ru

3oca Cununkas, z.sinickaya@roga-kopita.ru

B coorBercTBHMM ¢ pa3pabOTaHHOW TOJUTUKOW HMMEHOBAHUS COTPYIHHUKOB CO37aTh BCEX
MOJIb30BaTENCH MPH MOMOIIU CKPHIITA.

Cosaatb B katatore OOO Pora u Konbita xaranor Ilonn30BaTenbckue JaHHbBIE

Co3znaTh KaTajaory JJisl KaKIOTo MOJIh30BaTENs U HaA3HAUUTH MOJIb30BaTENICH BIIaIebIIeM CBOCTO
Karajora.

3anpeTuTh BCEM IPYTHM IMOIH30BATEISIM JOCTYI K TAHHOMY KaTajiory.

Paspemmmts rpynne PykoBoACTBO AOCTYM K KaTaJIOTy JJIsl YTEHUS U 3aIIUCH.

Tema 6. Aynut B OC cemeiictBa Windows

JlaGoparopHnasi padora Ne 3 (4 yaca). [losiuTuka 6e3onmacHoCTH

Lleny. V3ydyeHune BO3MOXKHOCTH YHPABIEHUS TPYNIOBON TMOJUTHKU OINEPAllMOHHBIX
cuctem cemeiicta Microsoft Windows.
3aoanue Nel. Bemomasercs tonsko nmox OC Microsoft Windows 10 m Microsoft Windows
Server.
1. Onpenenure ClenyOUIYIO MOTUTUKY MApOJIEH:
1.1. YcraHoBUTE KOJMYECTBO 3alIOMUHAEMBIX Mapoiei paBHoe 10.
1.2. YcranoBuTe cpok AecTBUs Maposei paBHbIM 10 1HAM.
1.3. YcTaHoBUTE MUHUMAIBHBIN CPOK JECHCTBUSA MApOJIsi PAaBHBIM S5 JTHAM.
1.4. TToTpebyiiTe yCTaHOBKY MMapoJisi, OTBEYAIOIIETO TPEOOBAHUSIM CIIOKHOCTH.
1.5. YcranoBuTe AiMHY Naposis HE MEHEE 5 CUMBOJIOB.
1.6. OTKIIOYMTE UCTIOIB30BaHUE 00OpaTHOTO MHU(PPOBAHUS MPU XPAHCHHUH TTAPOJICH.
2. 3apaiiTe MOMUTHKY OJIOKHMPOBKHU YUETHBIX 3alHCei:
2.1. Onpenenute OJOKUPOBKY YYETHOM 3amMCH uYepe3 3 HEyAauHbIX IONBITKA BXOJa B
CUCTEMY.
2.2. Onpenenure OIOKMPOBKY YYETHOW 3allMCH TOCIE HEyIayHBIX MONBITOK BXojaa Ha 10
MUH.
2.3. Onpenenute BpeMs B T€UEHUE, KOTOPOTO MOACUUTHIBAIOTCS HEYJaUHbIE MOMBITKH BXO/a
paBHBIM 15 MuH.
3. CnenaiiTe perucTpaluio CIeayIommnX COOBITHI:
3.1. Bxox B cucremy (ycmnex).
3.2. octym k o0bekTaMm (ycrex).
3.3. loctym k cimy>x0e KaTayioroB (ycmex).
3.4. I3MeHeHue NOTUTHKY (ycreXx).
3.5. Ucnonws3oBanue npuBmiIerui (ycmex).
3.6. OTcnexuBaHue NPOLECCOB (yCIEX).
3.7. Cucremubie coObITHS (YCTIEX).
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3.8. CoObITHS BXOJ1a B CUCTEMY (yCIIEX).

3.9. YnpaBneHre y4eTHBIMHU 3amUCsIMU (yCIiex).
3aoanue Ne?2.
OcymiecTBUTE TpU HEyNa4HbIC TONBITKH BXOJa B cHcTeMy. l[IpomemMoHCTpupyiite paboTy
CUCTEMHBIX KYypPHAIOB PETUCTPALUU COOBITHIA BXOIA.

Tema 9. Ycuiienue noacucteMbl 0eszonmacHoct B OC cemeiictBa Windows

JlabopartopHas pa6ora Ne 4 (2 yaca). OrpaHn4eHHoOe UCNIO0Jb30BAHNE IPOTPAMM
Llens. V3ydyeHne BO3MOXHOCTH HM3MEHEHHsI YPOBHEH O€30MacHOCTH ONepaliOHHON
CHCTEMBI ITyTeM OJIOKHPOBaHUS ONPEICIEHHBIX TPUIOKCHUH.
3adaua. Bemomnusats Toabpko 115 OC Microsoft Windows 10 u Microsoft Server.
1. 3agaiiTe MOMUTHUKY OE30MACHOCTH M0 «OEIOMY CITHUCKY.
Jlo6aBbTe K UCTIONHAEMBIM (aiinam, (Haitibl ¢ paCIIMPEHHEM «.1SpH.
PaspemmuTe BceM MoIb30BaTeNsAIM MPOBEPATH CEPTUDUKATHL.
3ampeTuTe 1Mo Xenl-3Ha4eHUIo 3aImyCcK MporpaMMbl « KambKymsiTopy.
3ampeTuTe yCTaHOBKY MPOTpaMM, 3arpyKeHHbIX u3 HTepHeTa.

nhk v

Tema 7. Bo3moxnoctu mudposanus painos B OC cemeiictea Windows

JlaboparopHas paGora Ne 5 (4 yaca). B3jioMm nmaposiei mosb3oBaresei
B3nowm maponeit Microsoft Windows 10.
1. YcranoButh Ha BupTyansHyto Mamuny Windows 10.
Co3zpgate Tpex mnoab3oBareneid ¢ uMeHamu POUO-Huszkuii, ®UO-Cpennuii, PUO-
Bricokuit, rne ®UO-Bamma pamunus umst ordectBo. Hanmpumep:
KAE-Huzkuit, KAE-Cpennuii, KAE-Bricokuii.
Y CTaHOBUTH J1 KaXAO0TO MOJIB30BAaTENS CBOU MapOIIb.
Jnst Huskuit - 6 OykB 1 1iudp JIaTHHCKOTO anihaBuTa.
st Cpenauit - 12 OykB 1 udp JaTHHCKOTO alaBuTa.
Jlst Beicokuii - 15 cMMBOJIOB BKJIIOUasl 3arjaBHbIC M MIPOMKUCHBIC OYKBBI, IIUGPHI, CIIEI.
CHUMBOJIBI.
8. CoxpanuTth Bce ¢aimnsl B ¢aitn Lab3\pass.txt
9. Haiitu bootkey OC Windows.
10. Beirpy3uts 6a3y naposeit SAM.
11. BanmomaTs maposau ucnosb3ys 1ooyro yruauty Kali Linux. Hanpumep john.

™

NownkWw

Tema 9. Ycuienune noacucreMbl 0esonacHoctu B OC cemeiictBa Windows

JlaboparopHass paGora Ne 6 (2 wuaca). IIpospauynoe mmudpoBanue ¢aiijioBoH
CHCTEMbI
L]env. VI3ydeHne BO3MOXKHOCTEH MPUMEHEHUS «IIPO3pPavyHOro» IM(PPOBAHUS AAHHBIX B
(aiinoBbIX cUCTEMAaX.
3aoaua. Opranmu3anys 3amuThl UCMonHsIeMoro koxa. Bemonusercs mus OC Windows
Server u st BaseAlt (AnbT PaGouas crannus, Anbt cepsep). Bosmoxno ucnons3oBanne LUKS
nm LVM.
e VYcranoButh WEB cepBep apache mnm ngnix. Co3garh KaTagor Www Uil XpaHCHHS
maHHbIx canta B katajore OOO Pora u Komnsrra.
e Hacrtpouts oTobpaskenue TectoBoii ctpanuisl index.html muis qannoro caiira.
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CO3I[aTI> II0JI30BaTCIIA Web-WWW C IpaBaMH TOJIBKO YTCHHS W 3allUCU JAHHBIX B
KaTajgor Www.

Hacrtpouts mmdpoBanue ¢aiiaoB s KaTaiora WWw U YCTaHOBHUTH KITIOUH MTHGPOBAHUS
11t monb3oBatens Ocran benaep u st web-www.

Bce ocranbHbIe 110JIb30BaTENH HE JOKHBI UMETh JOCTYI KaTaJlory.

[TpoBeputs urenue daitna index.html mox gpyrum nmosb3oBaTeneMm.

Pa3nea 3. Ilogcucrema 0e3onacHocta B OC cemeiictBa UNIX
Tema 10. Anaau3 noacucreMsl 0e3onacHocta B OC cemeiictBa UNIX

JlaboparopHas paGora Ne 7 (6 yacon). llludpoBanne u xemmpoBanue
L]ens. VI3yyeHne METOI0B KOHTPOJIS LIEJIOCTHOCTU M IIU(PPOBAHUS JaHHBIX.

3aoanue Nel. Bemomnusercs aius OC Microsoft Windows 10 u BaseAlt (Anbt PabGouast cranmms,
AnbT cepBep).

B karanore OOO Pora u Konbira\®@unauncossie oTaethl coznaiire 1000 daiioB oTueToB
C UMEHaMH B cienyromnieM (popmare: yyyymmdd-report.txt, rae yyyy-roa, mm-Mecsi] B
Buze uncina, dd — genp. Co3nanue (aiiaoB peann3oBaTh CKPUIITOM HauMHAas ¢ TEKYIIeH
natel ¥ Ha3an B mponuioe Ha 1000 gaeit. B ¢daiin 3anucaTte Tekymiee BpeMs B dopmare
yyyymmddhhMMss.

Co3natsp ¢aiin ¢ kouTposnsHeiMU cymMmMmamu (hash) auist Becex daiinos karanora.
CrenepupoBath K04 MIIU(POBAHUS JaHHBIX I ZPgE.

3amudpoBarh Bce Pailbl OTIETOB KaXKIBIH OTAEIHHO.

3aapXxuBUpOBaTh BCe 3amn(poBaHHbIe (Qailiabl U ¢ail ¢ Xem cyMMaMHu U IepenaTh ero
Ha pyryto OC (¢ MS Windows 10 na BaseAlt (Anbt PaGouast cranmmsi, AJIbT cepBep) U
HA000pOT).

PacmakoBats (aitnel u pacimudpoBaTh ux. [I[poBepuTh Bee Xeln cyMMBbI (GaiiioB.
N3menuThs omuH W3 (PailylioB W MPOJEMOHCTPUPOBATH, YTO X€II CYMMbl y (ailioB He
COBMAJIAOT.

3aoanue Ne2. Bemomnusercs aiss OC Microsoft Windows 10 u BaseAlt (Anbt Pabouast cranmms,
AnbT cepsep).

UNIX

VYcranoButh Ha BHpTyanbHble MamHbl KpuntoAPM I'OCT. Buumanue! IIporpamma
Oynet pabortath TOJIbKO 14 nHei. Mcrmonp3yiTe KoMUY BUPTYAIbHBIX MAIIIHH.
CdopmupyiiTe TeCTOBBIN KBaTu(DUIIMPOBAHHBINA CEPTU(PHUKAT JICKTPOHHOU IOIIUCH B
TECTOBOM YyjiocToBepstoiieM nentpe Kpunrollpo.

CdhopmupyiiTe kBATHPUIMPOBAHHYIO AIEKTPOHHYIO MOAMKCH IS apXHUBA OTYETOB.
3ammdpyiite apxus u nepeaaiite ero Ha apyryro OC.

Pacimdpyiite apxuB mpu moMomu ceprudukata U MpPOBEPHTE IICKTPOHHYIO MOIMHCH
JIOKYMEHTOB.

Jonornumenvnoe 3adanue. COXpaHHUTE 3aKPBITBIM KIIOY W cepTU(UKAT KI0Ya Ha
otuyxmaaemoM HocuTene (RuToken, Jacarta u T.1.). ¥ BBINIOJHUTE TIOJHOCTHIO 3aJlaHUE
No2.,

Tema 11. Unentuduxanus, ayrenrupuxkanus u apropuzanusa B OC cemeiicTBa

JlaGoparopHasi padora Ne 8 (4 yaca). OTrka3zoycroitunBoctb. RAID MaccuBbl
Lleny. V3yyeHne BO3MOKHOCTEN MPOIPAMMHBINA CPEICTB CO3JaHUS OTKA30yCTOWYMBBIX
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XpaHI/I.HI/IH_[ JAHHBIX IJIA OGGCHG‘-IGHI/I}I IICJIIOCTHOCTHU N ,Z[OCTYHHOCTI/I I/IH(bOpMaL[I/II/I.
3aoanue. Bemomnnsiercs niust OC Microsoft Windows Server u BaseAlt (AnsT Pabouast cranus,
AnbT cepBep).

Co3nate mporpaMMHbiil oTkazoyctoiuuBbli RAID(O MaccuB B OC cocrosiuii U3 IByX U
OoJtee KECTKUX AUCKOB ((ent Kap/1, He3aBUCUMBIX JTUCKOB).

Cdopmuposats 100 daiinos mo 100 merabaiT naHHBIX.

Pazpabortare ckpunt komupyrooumii ganaele Ha RAID maccuB M 3acekaroniuii Bpems
KOIMPOBAHUS MHPOPMAIUH.

Cunrats nannsie ¢ RAID maccuBa u 3aukcupoBaTh BpeMsl YTCHUS JaHHBIX.

IToBTOpPUTH 3KCIEPUMEHT HE MeHee 25 pa3.

[TpoBecTu rpaduuecKuii CTaTUCTUYECKUN aHAJIHM3 pe3yNbTaToB ObicTpoaercTBus RAID
MacCHuBa.

[ToTOoputsh Bece maru mast RAID maccuBoB ypoBHS 1 1 5. [IoArOTOBUTE CpaBHUTENIBHBIN aHAINA3
OpIcTpoaeiicTBHsI Kaxkoro u3 TimoB RAID maccuBoB B paznuunbix OC.

Jlononnumenvhoe 3adanue. IlpoBectn TectupoBanue anmnapaTHeix RAID koHTposiepos,
BCTPOEHHBIX B cepBepa JabopaTopuy WM Balld IEPCOHAJIbHBIE KOMIIBIOTEPHI IMPHU
HAJIMYUU HE MEHEe JIByX HE3aBUCUMBIX JKECTKHUX JHCKOB.

Tema 12. Ayaut B OC cemeiicrBa UNIX
JlaGopatopHas paGora Ne 9 (2 yaca). lomeHbI
Llenv. VI3ydyeHne BO3MOXKHOCTEW CO3[aHUS KOHTypa O€30MacCHOCTH MPEANPHUATHS Ha

OCHOBE JOMEHHOW CTpPYKTyphl. [IprMeHEeHHe TPyNmoBBIX MOJHUTUK O€30MacHOCTH K
MOJIE30BATEIISIM M KOMITBIOTEpaM MPEAPUSTHS.

3aoanue. Bemonnsercs miust OC Microsoft Windows Server u BaseAlt (Anbt Pabouast ctaHus,
ATbT cepBep).

YcranoButs poib «Konrponepa gomena» B OC Microsoft Windows Server.
Bxuttounts B joMeH oany pabdouyio cranimio Ha OC Microsoft Windows 10.

Bxrounts B 1oMeH onHy pabouyro ctanmuio Ha OC BaseAlt (AnpT Pabouas cranmus,
AnbT cepsep).

Bemoaauts Jlabopatopayro padoty Nel Tlonb3oBaTenu u ['pynmbl ajis 1oMeHa.
[TpoaemMoHCTpHPOBATH HOCTYII K OOIIUM MarKaM cO BCeX pabovmX CTaHIIHA.

Jononnumenvnoe 3aoanue. HacTpouTh eMHOE XpaHWIuile npoduieit noiab3oBaTens Ha
CETEeBOM JHCKe cepBepa. [IpogeMoHCTprupoBaTh MUTpaLIKIO MTPOduiieii Moab30BaTENS.

Tema 12. Ayaut B OC cemeiicrBa UNIX

JlaboparopHnas padora NelQ (4 yaca). Aynut coObITHI
L]ens. VI3ydeHne MEXaHU3MOB PETHUCTPaUU Pa3NuIHbIX coObITHii B OC. O3HaKOMIICHHE C

METOJIaMH aHaJIN3a COOBITHH 110 Pa3INIHBIM KPUTECPHUSIM.
3aoanue. Bemomnnsercs niust OC Microsoft Windows Server u BaseAlt (Anbt Pabouas ctaHus,
ATbT cepBep).

HactpouTs NOJMUTHKY perucTpanuu COOBITHI BXOJa B CHUCTEMY M OMIMOOK BXO/Ja B
CUCTEMY JJI JOMEHA.
PacripocTpaHuTh MOJIMTUKY HA BCE KOMITBIOTEPHI JOMEHA.

Harmmmcarp ckpunt Ha powershell momyyarommii Bce XypHaiIbl COOBITHN ¢ KOMIIBIOTEPOB
JIOMEHa.
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[TpoBecTn aHaMM3 KYpHAIOB COOBITUN C YKa3aHHEM BCEX OTKa30B BXOJa B CUCTEMY IS
nonb3oBarens «Kopeitkoy.

[TpoBecTn nokanpHBIA aHanu3 xypHaioB coObrthii ams OC BaseAlt (Anbr PabGouas
CTaHIUs, ATIBT cepBep). BeIennuTh Bce 0TKa3bl BXOAA B CHCTEMY.

HHononnumenvrnoe 3adanue. Bemomnnsercs st OC Microsoft Windows Server u BaseAlt (Anbt
PaGouast cranmus, AnbT cepsep).

Co3natp karajor ¢ (aiaamu KypHaJIOB yaoBieTBopsitonnx macke: yyyymmddhhss.txt
He meree 100 daitnos.

Hammcath ckpunT peaausyromuii pe3epBHYIO KOO JaHHBIX (HanIoB:

1. Bce daiinsl 3a mponuibii MecsIl OTIPABIISIIOTCS B apXUB yyyymm.Zip

2. Bce aiinpl 3a mponutyr0 HEAeNnto OTHpaBisioTcs B apxuB yyyymmKW.zip KW -
HOMEp HEJIETH B roay.

3. Bee ¢aiinbl He cTapiie 7 qHEH OCTalOTCS B KaTanore.

8. TEMATUKA KYPCOBBIX, KOHTPOJIbHBIX PABOT, PE®GEPATOB
8.1 KonatponbHbie paboThl, pedepaThl U KypCOBBIE pabOThI HE MPETyCMOTPEHBI YICOHBIM

IIJ1aHOM JUCHUIIIHUHBI.

= 0o

11.

12.
13.

14.
15.
16.
17.
18.

9. IEPEYEHb BOITPOCOB K DK3AMEHY
OcHOBHbIE MOHATHSA U TIOJIOKEHUS 3Tl HHPOPMAIIUU B UHPOPMAIIIOHHO
BBIUHCIUTEIHHBIX CHCTEMAaX
Tpexaramnnas pa3paboTka Mep Mo 00eCTICUeHHIO OE30TaCHOCTH HH(POPMAIIMOHHBIX
cucreM. Ctagus BIpaOOTKH TpeOOBaHUI
Tpexaramnnas pa3paboTka Mep Mo 00eCTICUeHHI0 Oe30NaCHOCTH HH(POPMAIIMOHHBIX
cuctem. Craaus onpeaeneHus: CriocoO0B 3alIUThI
Tpexarannas pa3paboTka Mep Mo 00eCTIeUeHHI0 Oe30TaCHOCTH HH(POPMAIIMOHHBIX
cucreM. Cragus onpeaeneHus pyHKIHHA, Tpomeayp U CpeacTB O6e30MacHOCTH,
peann3yeMbIX B BUJE HEKOTOPBIX MEXaHU3MOB 3aIIUThI
OcHOBHBIE IPUHIMIIBI 0OecnieueHUs] HH()OPMAIIMOHHON 6€30IaCHOCTH B
aBToMaTu3upoBanHoi cucteme (AC)
VYrpo3sl 6e3onacHOCTH HHPOPMAIIUU B HH(OPMAIIMOHHO-BBIYHCIUTEIBHBIX CHCTEMaX U
WX KJIaCCU(UKAITHIO.
JlocTymHOCTh MHpOpPMAIUH. YTpo3a JOCTYITHOCTH.
enoctHOCTH MHpOpMaNUK. YTPO3a HAPYIICHUS IIEJIOCTHOCTH
KondunennuanbHocTs HH(OpMAIMK. YTpo3a HapyLUIeHUs KOHPHUICHIIHATLHOCTH

. OCHOBHbIE HaIIpaBJICHUS U METOJIbI pean3aliy yrpo3 HHPOPMAIIMOHHOM 0€3011acHOCTH.

Knaccudukanust 310yMbIIIIIECHHUKOB.

OcHOBHbIE OHATHS TPOTPAMMHO-TEXHHUYECKOTO YPOBHS 00ecrieueHus
UH(POPMALIMOHHOM 0€30MacHOCTH.

OCHOBHBIE CEpBHCHI 0€30ITACHOCTH U MX OCOOCHHOCTH.

TpeboBanus K 3aMIMTE KOMIBIOTEPHONH HHPOPMAIIUHU C YIETOM Pa3INIHBIX
HOPMATUBHBIX JOKYMEHTOB.

[TpuHIMMIMaTBHBIC HEAOCTATKHU 3alIUTHBIX MexaHu3MoB OC cemeiicTBa Windows.
Mexanusm uaentudukanun mnoiaszoBareneii B OC cemeiictBa Windows.
Mexanusm ayTeHTuukanum mnoiaszonareneit B OC cemerictBa Windows.
Mexanu3mbl pazrpanudeHus gocryna K ¢ainam B OC cemeiicta Windows
IToncucrema ayauta B OC cemeiicta Windows. Kareropun ayaura
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19. XKypHnans! ayaura. TUIBI perucTpUpyeMBbIX COOBITHI B )KypHAJIaX ayIuTa

20. daiinosas cucrema EFS B OC cemeiictBa Windows
21. Bo3moxuocTH mudpyromeit ¢aiinosoit cuctemsl EFS

22. lllndpposanus quckoB BitLocker B OC cemeiictBa Windows

23. Pabota ¢ nmocraBumkamu ciayxO0sl mmdposanus CSP
24. Bosmoxnoctr CryptoAPI B8 OC cemeiictBa Windows

25. Cayx06a UAC B OC cemeiictBa Windows

26. l11a6nous! 6e30omacuoctd B OC cemerictBa Windows.

27. Iloncucrema 3ammthl B OC cemeiictBa Windows.
28. BbIBJIEHHE U YCTPAHEHUE YSI3BUMOCTHU B mojacucTeMe 3amuThl B OC cemeiicTBa

Windows.

29. BosmoxHOCTH ycueHus mojacuctemsl 0ezonacHocTd B OC cemeiictBa Windows.
30. IIpoTtuBoeiicTBHE BUPYCHBIM aTakaM B cucteme. BbiOop anTuBHpYCa.

31. Opranu3zaius aHTUBUPYCHOM 3aIlUTHI.
32. OcHoBHBIE MexaHu3MblI 3auThl B OC cemerictBa UNIX
33. [lpyHuMnuanbHbIe HEAOCTATKH 3aIUTHBIX MeXxaHn3MoB OC cemerictBa UNIX

34. Ocobennoctu nojacucremsl 0e3onacuoctu B OC cemetictea UNIX.

35. Mexanu3m uaeHtudukanuu nmoiaszopareneid B OC cemeiictBa UNIX.

36. Mexanusm ayreHTu(ukanuu nonb3osareneit B OC cemeiictBa UNIX.

37. llogkmtouaeMbie Moayinu ayreHTuukanuu PAM u padote ¢ Humu B OC cemeiicTBa

UNIX.

38. Mexanu3m pasrpanuueHus gocryna k ¢gaitnam B OC cemeiicta UNIX.

39. Cucrema mudposanus daitnoB PGP B OC cemeiictBa UNIX.
40. Kondurypanus moacuctemsr 3amuThl B OC cemerictBa UNIX.
41. BoisiBieHuE U yCTpaHeHuUe ysa3BUMOCTH B nojacucreme 3amuthl B OC cemerictea UNIX.
42. Bash-ckpunts u padota ¢ Humu B OC cemeiicta UNIX.
43. Bo3moxkHocTH ycuieHus mojacuctemsl 6e3omnacaoctu B OC cemerictBa UNIX

44. llenTpanu3oBaHHAs CUCTEMAa PETHCTPALIMH CUCTEMHBIX co0OIIeHui Syslog.
Bosmosknoctu cucremsl Syslog.
45. llIudosanue daitnos npu nomomu PGP. Oco6ennoctu PGP
46. Iloncucrema ayauta B UNIX

47. Benenue u ananu3 xypHaioB 6e3omacHoctu B OC

8. CAMOCTOATEJIBHASA PABOTA CTYJAEHTOB

Ha3Banwue pasacisioB U TCM

Bun camocrosaTenbHON
paboThHI

0O0bEM B
qacax

@®opMa KOHTPOJIA

Pasnea 1. 3amura nHGopManuu B COBpeMeHHbIX HHPOPMALMOHHBIX CHCTEMAX

1. OcHOBHBIE IIOHATHS U
HOJIOKEHMST 3allUTBl WH-

IToaroroBka K JEKIIHH,
IMOATOTOBKA K CIaue

Tectsl iepen
JIEKITUEH, PK3aMeH

nHpopMannoHHON Oe3orma-
CHOCTH W €T0 OpraHu3amus

IMOATOTOBKA K CHa4e
JK3aMeHa

dhopmaruun B | DK3aMeHa 2
(hOpMaIMOHHBIX CHCTEMAX
2. Yrpos3sl O6e3onacHocTH | [ToaroToBka K JIeKIuH, Tectsl iepen
uHpopManuu B | MOJIFOTOBKA K CEMUHAPY, 4 JICKIIUEH, DK3aMEH
(hopMaIMOHHBIX CUCTEMAaxX | MOATOTOBKA K cllayue
DK3aMeHa
3. IIporpammHuo-TexHuuec- | [ToaroroBka k JeKuuu, Tectsl iepen
KUl ypoBeHb 0OecredyeHus | MOArOTOBKA K CEMHHAPY, 4 JICKIIUEH, DK3aMEH
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Paszgen 2. Hoacucrema oesonacHoctu B OC cemeiictBa Windows

4. AHanmu3 TOICHUCTEMEI

IToaroroBka K JEKIHH,

Tectsl iepen

0e30IMacHOCTH B OC | moaroroBka K cjaue j1a0. 4 JICKIIUEH, 3aIuTa

cemericta Windows paboT, SK3aMeHa 71a0. paboT, FK3aMeH

5. Unentudukanus, ayteH- | [ToarotroBka K JeKIumu, Tectsl iepen

TAdUKAIKS U aBTOpU3AIMs | TOArOTOBKA K CEMHUHApY, 2 JIEKIIAEH, 3alUTa

B OC cemeiictBa Windows | mOAroToBKa K ciaye jao. na0. paboT, sK3aMeH
paboT, SK3aMeHy

6. Ayaut B OC cemelictBa | [ToaroroBka k JieKIuu, Tectsl iepen

Windows HOJATrOTOBKA K CEMHHAPY, 4 JIeKIMeH, 3aIuTa
[IOATOTOBKA K craue Jj1a0. nab. paboT, FK3aMeH
paboTt, sK3aMeHy

7. BosamoxxnocTtu mudpoBa- | [Toaroroka k ek, Tectsl iepen

Hus  QaiimoB B OC | moaroroBka k ciaye jiao. 4 JEKLUeH, 3aIInuTa

cemerictBa Windows pabort, sK3aMeHa na6. pabot, FK3aMeH

8. IIpoune Bo3mMoxkHOCTH | [loAroTOBKA K JIEKIUH, Tectsl iepen

IMOJICUCTEMBI 0€30IaCHOCTH | IOATOTOBKA K cl1aue jaol. 2 JIEKIIAEH, 3alUTa

B OC cemerictBa Windows | paboT, sx3amMeHa 71a0. paboT, FK3aMeH

9. Vcunenue mnoxcucreMsl | [loaroroBka K JeKIIUH, Tectbl nepen

0€30I1aCHOCTH B OC | moaroToBKa K CeMUHApYy, 4 JIEKITHEH, 3aIuTa

cemeiicrBa Windows

IIOATOTOBKA K chaue Jia0.
paboT, SK3aMeHy

na0. paboT, sK3aMeH

Pa3zgen 3. Hoacucrema oezomacHoctu B O

C cemeiictBa UNIX

10. AHamu3 IOICHUCTEMEI
0€e30IacHOCTH B OC

IToaroroBka K JEKIIHH,
MOATOTOBKA K CEMHHApY,

Tectsl iepen
JICKITMEH, 3a1uTa

cemerictea UNIX [IOATOTOBKA K craue Jj1a0. 6 na6. paboT, FK3aMeH
paboTt, sK3aMeHy

11. Unentudukanus, ay- | [TloaroroBka k gekiumu, Tectsl iepen

TeHTU(UKAUSA W aBTOPHU- | IOATOTOBKA K CEMUHApY, 6 JIEKIIMEN, 3aIiuTa

saims B OC  cemelicTBa | HOATrOTOBKA K caade jao. na6. pabot, FK3aMeH

UNIX paboTt, sK3aMeHy

12. Aynutr B OC cemelictBa | [loaroroBka Kk Jiekiuu, Tectbl nepen

UNIX MOArOTOBKA K CEMUHApY, 6 JIEKITHEH, 3aIuTa

IIOATOTOBKA K chaue Jia0.
paboT, SK3aMeHy

na0. paboT, sK3aMeH

dopma A
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11. YY4EBHO-METOJINYECKOE 1 HTH®OPMAIIMOHHOE OBECIIEYEHUE
TACIATITAHBI

a) CiucoK peKOMeH1yeMOi JIUTEePATYpPhl:
OCHOBHasl

1. [Ipockypun, B. I'. 3amuTa B onepalnoHHBIX CHCTEMax : yueOHOe MOCoOue AJis By30B
/ IIpockypun B. I'. - Mockga : I'opsiuast muaus - Tenexkom, 2014. - 192 c. - ISBN 978-5-9912-
0379-1. - Tekct: snextponnsni // ObC "Koncymbrant crygenta" : [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785991203791.html

2. MaprembsinoB, HO. ®. Onepanuonnsie cucrembl. KoHuenmuum mnocTpoeHus u
obecrieueHust 0€30MacHOCTH: yueOHoe mocooue s By30B / MaprembsiHoB 1O. @. , SlkoBieB A
B., SIxoBneB AH. B. - Mocksa : I'opsiuas nunus - Tenexom, 2010. - 332 c. - ISBN 978-5-9912-
0128-5. - Tekct: osnekrponnsii // OBC "KoncynpranT crynenta": [caiit]. - URL
https://www.studentlibrary.ru/book/ISBN9785991201285.html

3. dymkuna A.B., IIporpammHo-amnmapaTHbie cpeAcTBa oOecnedeHus HHPOPMAITMOHHON
6e3omacHocTH: YueOHoe mocobue ais By3oB / A.B. Jlymkun, O.M. bapcykos, E.B. Kpasios,
K.B. CnaBuos. [lox penakuueit A.B. Jlymikuna - M.: I'opsiuas nunaus - Tenekom, 2016. - 248 c. -
ISBN 978-5-9912-0470-5 - URL : http://www.studentlibrary.ru/book/ISBN9785991204705.html

JdonmonHuTeabHass

1. byzo TI'.A., IlpakTtuyeckoe pyKOBOJICTBO IO BBISBICHUIO CIIELHAIbHBIX
TEXHUYECKUX CPEACTB HECAHKIIMOHWPOBAHHOTO MoiydeHus wHpopmaruu / by3zo I A. - M.:
l'opsiuags smuma - Tenexkom, 2010. - 240 c. - ISBN 978-5-9912-0121-6 - URL
http://www.studentlibrary.ru/book/ISBN9785991201216.html

2. Hexommepueckas nntepHeT-Bepeus CIIC "Koncynprantlnroc":

2.1 3akon Poccuiickoit @enepanun ot 21.07.1993 No 5485-1 «O rocymapcTBeHHOM
taiine». - URL : http://www.consultant.ru/document/cons_doc_ LAW_2481/

2.2 @enepanbHblii 3akoH OoT 27 wmions 2006 r. Ne 149 - ®3 «OO6 wuHpopmanuu,
UH(POPMALIMOHHBIX TEXHOJIOTUAX U 0 3amuTe nHpopmarum» - URL :

http://www.consultant.ru/document/cons_doc LAW_61798/

2.3 JloxtpuHa wuHpopMaunoHHOH Oe3omacHocTH Poccuiickoit ®epepanmu (Ykas
[Ipesunenta P® ot 05.12.2016 N 646 "OO6 ytBepxnaenuu JloKTpuHBI WHGOOPMAITMOHHON
6e3onacuoctu Poccuiickoit @enepanuun')- URL :

http://www.consultant.ru/document/cons_doc LAW_ 208191/

2.4 ®enepanbhblii 3akoH 0T 06.04.2011 N 63-D3 «O6 snexkrponHoii noanucu» - URL
:http://www.consultant.ru/document/cons_doc_LAW_112701/

4. TOCT P HNCO/M3BK 27002-2012 HudopmauuoHHas TexHOJOTHs. MeToasl u
cpenctBa obecrneueHus 6ezonacHoctu. CBog HOpM U TipaBui MeHemkmenTa// TOCT-DkcnepT -
enunas 6aza 'OCToB Poccuiickoit @eneparnuu s o0pa3oBaHus U npoMblinuieHHocTH. - URL:
https://gostexpert.ru/gost/gost-27002-2012

yueOHO-MeTOoAuYecKast

1. KmoukoB A. E. Metonuueckne ykazaHus JJIsI CaMOCTOSITEIBHOM PabOThI
CTYI[GHTOB 10 JUCIHUIIIIMHEC «B€3OHaCHOCTB OHepaHI/IOHHBIX CUCTEM»  IJId CTYI[GHTOB
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cneuuanurera no cnenuaibHocTH 10.05.03 ounoit popmer oOyuenust / A. E. Kimoukos; Yal'VY,
OMUUAT. - VYabsHoBck : Yal'V, 2019. - 3arn. ¢ skpana; HeonmyOmukoBaHHBIA pecypc. -
OnekTpoH. TekcToBble aaH. (1 ¢aiin : 345 Kb). - URL :
http://lib.ulsu.ru/MegaPro/Download/MObject/8739

CornacoBaHo:
Benymwmii cnermmanuct Hb Yal'V / Tepexuna JILA. / k/Z'/‘/ /_04.05.2023 /
JOJKHOCTh COTPYJIHUKA HAYYHOU OMOTNOTEKH ®UO To/muCh nata
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0) [IporpammHoe o0ecnieueHne
- onteparmonHas cpena OC Windows/ Anst PaGouas cranmus §;
- Microsoft Office / MoiitO¢duc CtanmapTHBIN.

B) IIpodeccuonasibubie 0a3bl JAHHBIX, HHPOPMANMOHHO-CIIPABOYHbIE CHCTEMBI

1. D1eKTPOHHO-0UOINOTEYHbIE CHCTEMBbI:

1.1. Iudposoii obpazoBaTenbHbi pecypc I[PRsmart : s1nexkTpoHHO-OMOIMOTEUHAS
cucremMa : cabt / OOO Kommanus «Au Ilu Ap Menmma». - CapatoB, [2023]. — URL:
http://www.iprbookshop.ru. — Pexum moctyna: s 3apeructpup. noib3oBareneid. - Tekcr :
3JIEKTPOHHBIMN.

1.2. O6pazoBarensras mwiatrhpopma FOPAMT : oGpasoBaTenbHbIl pecypc, dIeKTPOHHAs
6ubamorexa : caiit / OO0 DrekTponHOe H3maTenbetBo «FOPAUTY. — Mocksa, [2023]. - URL:
https://urait.ru. — Pexxum goctyna: Juist 3aperucTpup. mojib3oBarenei. - TeKCT : 3JeKTPOHHBIH.

1.3. ba3a nannbpIx «nexkTpoHHas oubnmoreka texaudeckoro BY3a (3bC «KoncynpTanT
CTYACHTa») : NEKTPOHHO-OMOMMoTeyHas cuctema : cailt / OO0 «llonmurexpecype». — Mocksa,
[2023]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexum gocryma: mis
3apPETUCTPUP. MOJIb30BaTENEH. — TEKCT : JIIEKTPOHHBIN.

1.4. KoHcynbTaHT Bpada. DJIEKTpOHHAs MEIUIIMHCKas: OnOmoTeka : 0a3a JaHHBIX : caT /
OOO «Bspicmiasg miKojsa OpraHuM3allMd W YOPaBIEHUS 3ApaBOOXpaHEeHHEM-KOMIUIEKCHBIN
MEIUIIMHCKUN KOHcaaTUHI». — MockBa, [2023]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: JJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.5. bonbmias MegunHCKas OMOTMOTEKA : AJIEKTPOHHO-OMOIMOTEYHAs CHCTEMa © CalT /
00O «bykam». — Tomck, [2023]. — URL: https:// www.books-up.ru/ru/library/ . — Pexum
JIOCTyNa: IJIsl 3aPETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.6. OBC Jlanp : snekTpoHHO-OMOMMOTeUHast cuctema : cat / OO0 DBbC «Jlanpy. —
Cankr-IlerepOypr, [2023]. — URL: https://e.lanbook.com. — Pexum mgoctyma: ams 3aperucTpup.
nosib3oBaTenen. — TeKCT : 3IEeKTPOHHBIM.

1.7. OBC Znanium.com : 351eKTpOHHO-O0uOIMoTeyHas cuctema : caiit / OO0 «3HaHIyMY.
- Mocksa, [2023]. - URL: http://znanium.com . — Pexxum pgoctyma : mjis 3aperucTpup.
[I0JIB30BAaTENEH. - TEKCT : JJIEKTPOHHBIN.

2. KoncyastantIlinwc [DnekTpoHHBIN pecypc]: cipaBouHas mpaBoBas cuctema. / OO0
«Koncynprant ITnrocy - DnektpoH. naH. - Mocksa : Koncynsrantllmoc, [2023].

3. ba3bl JaHHBIX NEPUOTUYECKUX HU3TAHUI:

3.1. eLIBRARY.RU: nayunas snektponHas OubOnmoreka : caiit / OOO «Hayunas
OnektponHas bubnumoreka». — Mocksa, [2023]. — URL: http://elibrary.ru. — Pexxum nocryna :
JUIsL aBTOPHU3. TOJIb30BaTeNel. — TEKCT : 3JIEKTPOHHBII

3.2. DnexrponHas 6ubmmoreka «M3narensckoro goma «I'pedernukoB» (Grebinnikon) :
anekTpoHHass Oubmumoreka / OOO WU «I'pebennukoB». — MockBa, [2023]. — URL:
https://id2.action-media.ru/Personal/Products. — Pexxum goctyna : Jyisi aBTOpHU3. MOIB30BaTENCH.
— Teker : 3JEeKTPOHHBIN.

4. @enpepanpHas TrocynapcTBeHHas wHoOpManroHHas cuctema «HarmumonanpHas
3NIEKTPOHHAst OMOIMOTEKaY : ANeKTpoHHast Oubanoreka : caidt / ®I'BY PI'b. — Mocksa, [2023]. —
URL: https://H36.pd. — Pexxum noctyna : s mosiab3oBareiiell HayqHoU OmOimmoTeku. — Tekcr :
AJIEKTPOHHBIN.

5. Poccwuiickoe o6pa3oBanue : penepanbHbiii mopran / yapeautenb OI'AY «DULTO». —
URL: http://www.edu.ru. — TeKCT : 37I€KTPOHHBIH.
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6. DnexTpoHHast 6ubnuoreynas cucrema Yiul'V : Moaynb «DIeKTpoHHas OMOIHOTEKa»
ABUC Mera-ITPO / OO0 «/lara Oxcnpecc». — URL: http:/lib.ulsu.ru/MegaPro/Web. — Pexxum

JOCTyTA : JUTsI TOJTh30BaTeNe HayqYHOi OMOIHOTeKU. — TEKCT : 2NIEeKTPOHHBIMH.

CornacoBaHo:

_ Mmxenep sepymmii — / Hlypenko 10.B.

/
/ /U Ou; f / 04.05.2023

Jlomknocts corpyannka YHTT
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12. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JJUCHUIIJINHbI:
AyauTtopuu 11 ipoBeaeHus aekuuid — 3/316, 2/26, 3/420, ceMuHapCKuX, J1a00OpaTOPHBIX
sansatui: 3/317, 2/2406.
Ayautopus 2/240 yKOMIUIEKTOBaHA CHCIHATM3UPOBAHHOW MeOeblo, yaeOHON JTOCKOM,
HMCIOTCA MYJIbT My.HbTHMeI[HﬁHBIe CpeacTBa: KOMIIBIOTCPp U TMPOCKTOP, HUCHOJB3YIOTCA
MynbTUMeANITHBIE TexHonoruu. MS Office, Internet Explorer, Power Point, MS Excel.

13. CIIEIJMAJIBHBIE YCJIOBUA JJIs1 OBYUYAIOIIUXCA
C O'PAHUYEHHBIMU BO3MOKHOCTAMMUA 3/10POBbS

B cnyuae HeoOXogumocTH, oOydarolMMcA M3 4YHMCIa JIML € OTrPaHUYEHHBIMU
BO3MOXHOCTSIMH 3/10pOBBsSI (110 3asBJICHUIO OOYyYaromMMCS) MOTYT MpeajaraTbCs OJHU U3
CJIEAYIOUIMX BapUaHTOB BOCHPUATHS MH(QOPMAIMM C YYE€TOM HUX HHIUBHIYaJIbHBIX
NCUXO(PHU3UUECKUX BO3MOKHOCTEH:

— U1 JMI ¢ HapyUIeHHeM 3peHus: B ¢GopMe DIIEKTPOHHOTO  JTOKYMEHTA,
WH/IMBU/yallbHbIe KOHCYJbTAllUU C MPUBJICUEHUEM TU(IIOCYPIONEPEBOAUNKA, HHANBUYaIbHbIE
3aJaHMsI 1 KOHCYJIbTAIHS,;

— JUIS JIMII ¢ HAapyIIEHHEM CiIyXa: B (popMe 3JIEeKTPOHHOTO JJOKYMEHTa, MHIUBUAyalIbHbIC
KOHCYJIbTAallMM € TPHUBICYEHUEM CYpAONEPEBONYMKA, HWHAWBUAYAIbHbIE 3alaHui W
KOHCYJIbTaIHS;

— JUIS JIMI C HapylIEHHEM OIOPHO-IBUTATEIILHOTO ammapara: B (opMe 3JIEKTPOHHOTO
JIOKYMEHTa, UHIUBUAyaJIbHbIE 331aHUS U KOHCYJIbTALUS.

B chnyyae HEOOXOOMMOCTH  HCIOJIB30BAaHMS B  y4yeOHOM Tpolecce YacTh4-
HO/MCKITIOYHUTENIBHO JUCTAHIMOHHBIX 00pa30BaTENIbHBIX TEXHOJIOTUH, OpraHM3auus padoThl
MIIC ¢ oOyuatomumucs ¢ OB3 u nHBanugamMu npeaycMaTpuBaeTCs B 3JIEKTPOHHON nH(opMa-
IIIOHHO-00Pa30BaTEbHON Cpefie ¢ YYETOM MX MHIUBHUAYAIbHBIX NCUXOPU3NUYECKUX OCOOEHHO-
CTEH.

Pa3pa60'rqno 1 = TOTIEHT Kadeapnl Hpanuos Agapeil Muxaitnosiud

NOANKHCH JIOMAKHOCTE DHO

Pa3 a60'rqmc'/// /7 i CT. mpernoaaBaTesb kadeaps KnoukoB Anjpei EBrenbeBuy
P V/ NOANHCH JIOJDKHOCTD OUO
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JIUCT UBMEHEHUU

Ne ConepxxaHue U3MEeHEeHHsI WU CCHLIIKA HA ®UO Hoanucen Hara
n/n NMPUJIATaeMbIid TEKCT U3MEHEHUS 3aBeayouero
kadenpoi,
peanusyoei
AUCHMILINHY/B
bI-
My CKawIen
Kadenpoi
1 Ob6cyxnenue u yreepxxaerue PIIJ] u ®OC mns | Anapees A.C. : 12.04.2023
Habopa 2023 roma 6e3  odopmieHuUs >
MPUIIOKCHUS /
2 Buecenue W3MEHEHUH! B n/m B) | AnnpeeB A.C. . 10.04.2024
[Tpodeccuonanbubie 0a3bl JTAHHBIX, L)

UH(POPMALIMOHHO-CIIPABOYHBIE  CHCTEMBI  TI.
11«Y4eOHo-MeTomMuecKoennHGOPMAIIHOHHOE
o0ecrieyeHne TUCHMIUIMHBD) € O0(pOopMIIEHUEM
npuioxenus 1




Mpuiaoxenne 1

11. YYEBHO-METOJUYECKOE U UH®OPMALIMOHHOE OBECIEYEHHUE
JACIUATLITAHBI

B) [IpodeccuonanbHbIe 6a3bl JaHHBIX, HHPOPMALMOHHO-CIIPABOYHbIE CHCTEMbI

1. DJ1IeKTPOHHO-0U0IHOTEYHbIE CUCTEMBI:

1.1. Iludposoii obpazoBatenbHbIil pecypc IPRsmart : anexTpoHHO-O0MOIMOTEYHAS CCTEMA

caur / OOO Komnanusa «Au Ilm Ap Meagma». - Caparos, [2024]. — URL:
http://www.iprbookshop.ru. — Pexum moctyna: s 3apeructpup. noib3oBareneid. - Teker :
3JIEKTPOHHBIMN.

1.2. O6pazoBarensnas mwiatrhpopma FOPAMT : oGpasoBaTenbHbll pecypc, dIEKTPOHHAs
6ubamorexa : caiit / OO0 DrekTporHOe H3maTenbeTBO «FOPAUTY. — Mocksa, [2024]. - URL:
https://urait.ru . — Pexxum octyma: ajist 3aperucTpyp. Mojib30BaTesei. - TeKCT : AIeKTPOHHBIN.

1.3. ba3a nannbpIx «2nexkTpoHHas Oubnmoreka texaudeckoro BY3a (3bC «KoncynpTanT
CTYACHTa») : NEKTPOHHO-OMOMMoTeyHas cuctema : cailt / OO0 «llonmurexpecype». — Mocksa,
[2024]. — URL: https://www.studentlibrary.ru/cgi-bin/mb4x. — Pexxum goctyna: ajis 3aperucTpup.
[I0JIb30BaTeNe. — TEKCT : AIEKTPOHHBIN.

1.4. KoHcynbTaHT Bpada. DJIEKTpOHHAs METUIIMHCKAs: OnOimoTeka : 0a3a JaHHbBIX : cauT /
OOO «Bspicmiag mkojsa OpraHuM3allMd W YOPaBIEHUS 3ApaBoOXpaHEeHHEM-KOMIUIEKCHBIN
MEIUIIMHCKUN KOHcaaTUHI». — MockBa, [2024]. — URL: https://www.rosmedlib.ru. — Pexum
JIOCTyNa: IJIsl 3apETUCTPUP. MOJIb30BaTeNeh. — TEKCT : JJIEKTPOHHBIN.

1.5. bonpmias MeguinHCKas OMOTMOTEKA : AJIEKTPOHHO-OMOIMOTEYHAs CHCTEMa © CalT /
00O «byxkam». — Tomck, [2024]. — URL: https://www.books-up.ru/ru/library/ . — Pexxum noctyma:
JUISL 3apETUCTPUP. MOJb30BaTENEh. — TEKCT : JJIEKTPOHHBIN.

1.6. OBC Jlansb : anekrporHO-0ubIHOTEUHAas cucteMa : caidT / OO0 DBC «Jlauby. — CaHKT-
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